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1. Overview & Commitment

Advanced Security Connections, LLC (“ADVSEC,” "we," "our," "us") is committed to protecting the
privacy, confidentiality, and data sovereignty of our clients, website visitors, and operational partners
("you," "yourﬂ)'

We do not run advertising trackers, analytics cookies, or third-party marketing pixels on this domain.
This Privacy Policy describes exactly what data we collect, how it's processed, and which third
parties are involved — including in our interactive diagnostic tools.

2. Domain Perimeter Governance
ADVSEC operates an automated front-door governance model at the web perimeter layer:

e Perimeter Licensing: Our domain directives, crawling parameters, and usage terms for
automated agents, web scrapers, and Answer Engine Optimization (AEO) systems are

declared via the Really Simple Licensing (RSL) standard at https://adv-sec-
conn.com/license.rsl

e Autonomous Agent Access: Automated agents and artificial intelligence platforms ingesting
assets on our domain are bound by our live RSL directives, geographical fencing controls, and
cryptographic attribution requirements.

3. Secure Communications & Zero-CRM Architecture
We route official communications through providers chosen for their privacy practices:

¢ Encrypted Email Routing: Official email communications are processed using zero-access
encrypted infrastructure hosted via Proton Mail.

e Encrypted Messaging (Signal): For direct messaging and secure video calls, ADVSEC uses
the Signal app's end-to-end encrypted protocol.

e Contact Form: Submissions through our Contact page are processed by Netlify Forms (with
Cloudflare providing network-level routing/security), which receive your submitted
information solely to deliver it to our internal inbox. Neither service is authorized to use this
data for any other purpose.
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4. Information We Collect

Voluntary Information: Name, organizational role, email address, and message content you
provide when contacting us or engaging our advisory services.

Technical & Operational Logs: Basic server access metrics (e.g., IP addresses, request
timestamps) collected for Web Application Firewall (WAF) protection, rate-limiting, and
defense against automated/malicious traffic. These logs are not used for tracking, profiling, or
marketing.

5. Our Interactive Diagnostic Tools
Our PDF Metadata Forensic Portal and related applications process files you choose to submit for

testing:

What we read: Only the document's structural metadata (Layer 2/3) — never the rendered
visual page content.

Retention: Submitted files and their metadata are processed transiently for the duration of
your session and are not stored in a database or retained afterward.

Al Sub-processor: To generate the interactive diagnostic chat, extracted metadata is sent to
Google's Gemini API for analysis. This is the one point in our pipeline where data leaves our
direct infrastructure to a named third-party processor, and it happens only when you actively
use the diagnostic chat feature.

6. Data Security

We employ physical, technical, and cryptographic controls to safeguard information against
unauthorized access, disclosure, or alteration. Publicly distributed technical white papers and spec
sheets issued by ADVSEC are forensically hardened under our Flagposting Framework to establish
document provenance and tamper-evident authenticity.

No electronic transmission over the public internet can be guaranteed 100% secure. We minimize
third-party exposure to the practical extent our tools and services allow, and this policy names every
third party currently involved.

7. Sharing and Third-Party Disclosures

No Sale of Data: ADVSEC does not sell, lease, or trade personal information or client
communications to data brokers or advertisers.

Named Sub-processors: Proton Mail (email), Signal (messaging), Google Gemini API (Al
diagnostic analysis in our forensic tools), Netlify (contact form processing), Cloudflare
(network routing/security), GitHub (site source hosting — no personal data). We do not use
any sub-processor beyond what's named in this policy without updating it first.

Legal & Regulatory Requests: Information will only be disclosed if compelled by valid,
lawful orders from competent court authorities within our jurisdiction (Georgia, USA).
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8. Your Choices & Access Rights

e Direct Communication Control: You may request updates, corrections, or deletion of your
contact information by reaching us through the channels in Section 3.

e Cookie Management: We do not set tracking or advertising cookies. Basic session/security
tokens may be used at the web perimeter to distinguish legitimate traffic from automated
attacks; browsers can be configured to restrict these.

9. Updates to This Policy

ADVSEC reserves the right to update this policy as our tools, sub-processors, or infrastructure
change. The effective date at the top of this document reflects the authoritative current version.
Material changes — such as adding a new sub-processor — will be reflected here before they take
effect.

10. Contact

Advanced Security Connections, LL.C.
Inquiry Email: inquiry@adv-sec-conn.com
Secure Web Portal: https://adv-sec-conn.com/
Jurisdiction: Georgia, United States

ADVSEC Digitally signed

by ADVSEC
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